
Are Library Patrons and Staff Confused and Annoyed from  
Self-Signed Certificate Warning Messages? 
 
Solution:  NLE SSL Certificate Support Package 
  (Root CA) 

   

Background:   

     Internet browsers have a pre-populated store of third-
party Root Certificate Authorities (CA) for validating the 
authenticity of a SSL Certificate origin. These third-party 
CA companies simply combine a public encryption key to a 
private encryption key and “validate” the domain 
(organization) based on DNS records for the domain. 
 
     Network equipment that uses SSL certificates to en-
crypt web administrative traffic and credentials will ship 
with a third-party “self-signed” certificate. The self-signed 
certificate is not inherently “bad”, but because the cyber-
criminals have created “phishing” schemes using self-
signed certificates, the browser developers have added 
additional warning messages to alert the user to examine 
the certificate more carefully. Unfortunately, the “self-
signed-certificate” warnings have created more confusion 
about how to interact with the browser.  
 
     NLE’s “Library Wireless Controller” ships with a self-
signed certificate to protect all patron and staff authentica-
tion credentials from interception and compromise, regard-
less of the authentication method (SIP2, RPA, Active-
Directory, RADIUS, local-user, etc.).  The subsequent 
warning messages may be confusing to the patrons of the 
library —  
• “Why did my browser display this warning message?”,  
• “I was just trying to get on the wireless network, so 

why does IE7 say ‘Connect to the website (not recom-
mended)’ ?” 

 
     There are ways to install a Self-Signed Certificate in the 
browser’s “Root Certificate” store to avoid the warning 
messages, but some browser settings may prevent the 
installation of the certificate to remain permanent.  

The Solution: 

     NLE is offering a bundled certificate and support 
package to make it easier to replace the “Self-Signed 
Certificates in any network-device or server with 
“Root Certificates”.   
     Because the public-key must be approved by the 
domain owner or support designee, this is a process 
that requires several steps — but we make it easy! 
      
The Library Will Receive: 
• A 3-Year Root Certificate for the device. 
• An implementation document to outline and ex-

plain all of the required steps. 
• Support from NLE to assure the certificate is in-

stalled correctly, and warning messages allevi-
ated. 

• Answers to all questions related to SSL certifi-
cates for the host certificates purchased. 

 
To Purchase: 

 Call NLE Sales: 
 801-377-0074 x220 

 Or:  
 Visit www.nle.com and fill out a sales inquiry.  
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